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A Centralized Approach to Blocking and Filtering Spam

MDaemon PRO contains antispam tools capable of blocking 95% of spam, while allowing all legitimate
messages to reach their destinations.

This document describes one way to configure MDaemon PRO to fight spam using a centralized method.

This configuration centralizes the collection and processing of spam. It routes all messages flagged as
spam to an IMAP public folder. By reviewing the contents of this folder, an administrator can make
sure messages are really spam before deleting them.

In addition, this configuration distributes to authorized email users the ability to identify spam and
legitimate messages for the Bayesian filter. Users do this by copying spam messages and legitimate
messages to IMAP public folders. The Bayesian filter processes these messages to “learn” the differences
between junk mail and real mail, as defined by the users of each email server. Both IMAP and POP
account holders can add messages to these public folders.

MDaemon AntiSpam Tools Overview

These configuration instructions use these MDaemon tools:

e Spam Blocker

e Spam Filter

e Content Filter

e IMAP server public folders

: : IMAP Public Folder Account
Ehamllicy _> Content Fitter ==~ (Administrator Review) ™ Mail Box

The instructions assume the Spam Blocker is enabled and using one or more realtime black lists.

The Spam Filter and IMAP server are features of MDaemon PRO. They are not available with MDae-
mon Standard.

While the IMAP server must be running, this configuration works for both POP and IMAP email
accounts.

MDaemon must be in Advanced mode to configure the antispam tools. When MDaemon is in its Easy
mode the antispam tools use MDaemon’s intelligent defaults.

You can change between the Easy and Advanced modes by using the File > Switch to...mode
command. If the command reads Switch to easy mode you are already using Advanced mode.

Spam Blocking

The Spam Blocker uses publicly available “black lists” to control incoming email sent from likely sources
of spam. Several Internet organizations create and maintain these black lists in hopes of blocking email
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from both known and potential spammers. The goal is to pressure these email sources into being better
neighbors on the Internet.

When enabled, the Spam Blocker looks up the IP addresses of incoming email in the black lists. The
the IP addresses match, the messages can be flagged for the content filter, isolated or deleted. The
inbound SMTP session can also be immediately terminated, refusing the email.

spam Blocker 2|

Spam Blocker | RBL Hosts | Caching | White List

Spam Blocker engine

& ¥ Enable Spam Blocker engine

The Spam Blocker iz MDaemon's built-in REL quening engine. |t checks
REBL sites an the Internet for matches and then acts accordingly.

Spam Blocker options
¥ Flag messages from blacklisted sites but go ahead and accept them

Thiz option inserts an *-RBL aring' header into flagged emails.

[ Check 'Received headers within SMTP collected messages

Check only thiz many 'Received' headers [0 = all) I_U
Skip thiz many of the oldest Received' headers [0 = none) |_1
[ Check 'Received' headers within POP collected meszages

Check only thiz many 'Received' headers [0 = all) I_D
Skip thiz many af the oldest 'Received’ headers (0 = none] |_1

¥ Skip 'Feceived headers within mezsages from white listed sites

“r'ou can white list sites using the White List tab.

[~ Automatically filker spam messages into user's IMAP spam folder
I Add blacklisted sites to the IP Screen [under ‘&Il IP)

v Authenticated sessions are exempt from Spam Blocker lookups

v Always exempt Trusted IPs from Spam Blocker lookups

0k I Cancel Apply

Spam Filtering

Spam Filtering uses heuristic matching and Bayesian classification to intelligently detect and tag email
spam.

Spam Filter

Heuristics employ pattern-matching technology to identify spam.

Bayesian Filtering separates junk mail from legitimate mail by statistically comparing the words of
incoming messages to the contents of previous emails known to be either spam or non-spam. The Spam
Filter includes white listed email addresses, black listed addresses and addresses excluded from any
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processing. Recent experience shows Bayesian filtering to be particularly effective at blocking spam
while allowing legitimate mail through.

Spam Filter 2 x|
‘white List (auto) | WhieListito] |  whiteList(from] |  Black List
Spam Filtering | Hevrnistics | Bayesian | Reparting I E #clusion List

Spam Filter options

@ D aemon's Spam Filter uses a vanety of techniques to detect and deal with
spam,

If the Spam Filter determines that a message iz gpam then...
. bounce the message back to sender
. just delete the message completely

@ flag the meszage but let it continue down the delivery path

[+ Don't filker mezzages sent from local sources

¥ Don't filter messages from tusted or authenticated sources
Dan't filker messages larger than I B0 kb0 =upto 2 meags)
[ Don't forward messages marked as spam

I Automatically filker spam messages into user's MAP spam falder

A white list match subtracts this many points from the spam score I 100.0
A black list match adds this many points to the spam score I 100.0
Spam Blocker match adds this many points to the spam score I an

Scheduled updates |

ak. I Cancel | Apply |

Content Filtering

Content filtering operates as a sieve and re-distribution system for MDaemon. It is one way to regulate
the flow of messages in, through, and out of your email server.

Spam Filter ~ ===  Content Filter

Content filtering analyzes email content by looking at headers, senders, recipients, subjects and the
words in a message.

Depending on the analysis, Content filtering can, for example:

Delete a message.

Redistribute a single email to multiple addresses.

Run a program.

e Copy a message to a public folder.
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Content F"tefIAdminszttachments File Compression Nolificationsl

Content filtering rules

% | Enable milss processing engine

When active, the content filtering spstam will test all new messages using the
1ules specified below and perform the requested action if a match iz made.

E xisting content filker rules

ge/Partial vulherability [Move to bad

v IFRAME vulnerability [Move to bad meszage queue]

MHew rulel Edit rule | Copy rulel Delete rulel hfove up |

Click the checkbox to the left of each rule to enable/disable it ove down |
Rule Description: kezzage/Partial wulnerability ... [Enabled)

Apply thiz rule o meszages in the LOCAL & REMOTE queue -

If the message has an attachment with a COMTEMT-TYPE of ‘message/parti
_.then send naote "'to <postmazter@$PRIMARYDOMAIMNE:"", "from <k D asmc
and move message to bad mezzage directory -

.| | 3

QK I Cancel |

IMAP Public Folders

IMAP public folders enable the sharing of email and attachments. They are part of the Internet
Message Access Protocol, also known as IMAP.

Sonfue - Cononrir > U0

IMAP is an industry standard protocol for processing email. An IMAP email server stores and keeps
email messages for recurring user access. The IMAP account holder can read messages, move them
into other folders on the server or copy them to shared folders for access by others, as examples. The
account holder can access the same email from any computer with an IMAP client. Because of this,
the same email is available at work, at home, from a wireless notebook computer on the road or from
a web email client at a computer cafe.

For the purposes of antispam, public folders are useful for collecting spam messages. They are also
useful for enabling users to identify spam and legitimate messages for the Bayesian filter.
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Shared IMAP Folders 2 x|

Shared Folders  Public Folders

IM&P folders
G Folder name | Per-u... I Submizsion Address
EaiMewsletter ez <noner

«| | i
New [MAP folder e

Folder name Falder type _l
INewsIetter IMaiI j

v Store IMAP message flags on a per-user basis

Submizsion address I{none> j

tail zent ta this address will route directly into thiz folder [note: sender must
have 'post’ access).

Create | Heplacel Edit access contral list |

Creating, removing, or changing entries cannot be undone by clicking 'Cancel’

0k I Cancel Apply |
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Step-by-Step Instructions for Configuring MDaemon AntiSpam

Check Spam Blocker

The defaults for the Spam Blocker are very effective. The Spam Blocker is enabled in MDaemon by
default. You should check to make sure the Spam Blocker is enabled.

The instructions start on the main screen of the MDaemon administration user interface.

Alt-N MDaemon PRO for Windows - Document - [Mes _ Ol x|
@ File Edit Setup | Security Accounts Lists  Gateways Catalogs OQueues Windows Help _ |2 il
E | R ED Antivirus,., NN N L
T+ Content Filter. ., Chr+FS
R0y _g
BT - i
+ —-'J Spam accer @{ Spam filker. .. Chrl+P =
+1- (5 Spam refus:
=) Queusd mail 5L TLS | Certificates. . el
£l Inbaund g
) Local queus 3"5 Reelay f Trusts f Tarpit / Reverse lookups | SPF f LAN IPs... Alk+F1
[ Remate que <& address suppression | IP screening [ Host screening.. . F4
jj Retry quew IP chieldi AUTH | POP Befi SMTP Cbrl+F5
_-iﬂ Bad queus: | IP chielding [ ! efore t
—'ij LAk queve: Site usage policy. .. Chrl+T —
E RAYW queus -
- Servers ton 2004-07-12 17:0212: CFilter.dll, w712

o (o st server. | 1SN0 719 17 905 Lo
+-% POP server(s): 2 ton 2004-07-12 17:02:13: Constructing link to configuration filke(s)
+ ﬁ IMAF server(s): Mon 2004-07-12 17:02:16: Building 'Everyone' mailing lists for all domains

g LDAP: double-cli Maon 2004-07-12 17:0276: Unlocking all mailboxkes and mail queues
St Antivivus: double Mon 2004-07-12 17.02:76; wvereeeeee

) ' _ ton 2004-07-12 17:0217: WinSock 2.0 32767 total sockets

+- (& Antispam: activ Maon 2004-07-12 170277 -

ﬁ DomainPOP: inac bon 2004-07-12 17:0217: Iritializing SMTF zervices for company. mail using 192.168.1.104: 28

BB MUtPOP: inactiv 4 | |Mon 2004-07-1217:0217: Initializing ODMR services for company.mail using 192.168.1.104:3
) . . . RAdmen IO0A A7 AT AT T Limibi mlimiinn DOID mmrssimmn Fmr e =it s e =il 1 1mimm 103100 1 100411
1 v |4 i ,
| Toals | Stats f [ System ,l[ Raouting Jlr Content Filter Jlr.t’-‘«nlN'irus JI[.ﬁ«r'utiSpam fW'orIdCIient Jlr ail J Active Jlr

Edit the zpam blocker zettings

1. Use the Security > Spam blocker... command. This displays the Spam Blocker dialog.
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Spam Blocker 2=l

Spam Blocket | RBL Hosts | Caching | whie List |
Spam Blocker engine
[v¥ Enable Spam Blocker engine

The Spam Blocker iz MD aemon's built-in REL querying engine. [t checks
REBL zites an the Internet for matches and then acts accordingly.

Spam Blocker options
I¥ Flag messages from blacklisted sites but go ahead and accept them
Thiz option inzertz an #-RBL-Aw!aming’ header into flagged emails.
I Check 'Received headers within SMTP collected messages
Check only thiz many 'R eceived' headerz [0 = all)
Skip thiz many of the oldest 'Received’ headers [0 = none)
[" Check 'Received headers within POP collected messages
Check only thiz many 'Received' headers [0 = all)

PR

Skip thiz many of the oldest ‘Received' headers [0 = none)

[V Skip 'Received headers within messages from white listed sites
r'ou can white list sites uzing the White List tab.

[ Automatically filter spam messages into user's IMAP spam folder
[~ Add blacklisted sites to the [P Screen [under AIIPs"
[V Authenticated sessions are exempt from S pam Blocker lookups

[v Always exemnpt Trusted IPs from Spam Blocker lookups

IE_‘ Cancel | |

2. Select the Spam Blocker tab.

3. Check the settings on this tab. The spam blocker engine should be enabled. The other settings
should be those that fit the needs of your organization—in most applications these are the defaults.
The other tabs on this dialog are:

e RBL Hosts where you enter the Internet addresses of the black lists you want to use.

e Caching for use if you have a dialup email server and want to store black list look up results
“off-line” for a specified period of time.

o White List where you can enter the email addresses you want to always exclude from black
list processing.

4. Use the OK button to exit from the Spam Blocker dialog.
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Create Public Folders
These instructions show how to create public folders for:

e centralizing the collection of spam for administrative review.

e collecting “learning” samples of spam and legitimate messages submitted by users to the Bayesian
filter.

The instructions show how to create the folders and apply access permissions to the folders. You first
create a root folder, then add sub folders for collecting spam and managing messages for the Bayesian
filter learning samples.

The instructions start on the main screen of the MDaemon administration user interface.

% Alt-N MDaemon PRO fFor Windows - Document - [Mes: i || il
£ Fle Edit | Setup Security  Accounts Lists Gateways Catalogs Queues Windows  Help &1 x|
g g Brimary domain... Fz E-IE‘: @ g g ﬂ o o
Secondary domains... Ale+F2
% = ! @ WorldClient web mail. .. Chrlw =1 lm %
+-E) Spe I Groupiware. ., Chel+C
+- [ 5pz [ LDasmon | LDAP, ., Alt+2
R R | hared IMAP folders... ctr+F |
) Inb Client.dll, +712
B Loc B Header translation. .. ale+Fs  ferdl w712
£l Rer el DAP dI, w712
T per 2 P eschen AIHFS |oiODBC I, v712
- Perfarm a DS lookup, .. erCOM.dll, v712
ﬁ gac & = ’ lerdar. dil, 12
LA oz . bl v712
_-iﬂ A Event scheduling. .. F& epdl, w712
=) En servers &9 BAS dialup { dialdown. . F7 il w2 e
+-% SM =] DomainPOP. . Fg  fineeke w712
+-(4 POl P ] ucting link to configuration file(s)
+-Fgm e & Priority mail,.. AlE+HFS g Everyane’ maiing lists for all domaine
g L ] Logging. . alb+r7  fing all mailboxes and mail queues
ﬁ i”t el System service... ALHFS  hek 2.0 32767 total sackets
+ i
=1 Bandwidth throttiing... Ctrl+6 | . L
ﬁ Dar &= Bandwi roting " ing SMTF services for company.mail uzing 192.168.1.104: 25
sl [ Attachment linking... Ctrl+K  ting ODMR services for company.mail using 192.168.1.104:3
] . . iwen DOID s timmn For mmrar—imn mamil iaien 103737100 1 104-11
] Signakure Files.. . AlE+T 3
Tools § Stats 2% wiscellaneous options. .. A0 i}erntl'\-"ilus JI[.tﬁ«ntiﬁpam fWorIdCIient JIr bail | Active JIr
Edit shared [MAP folders

1. Use the Setup > Shared IM AP folders command. This displays the Shared IMAP Folders
dialog.
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Shared IMAP Folders

Shared Folders | Public Folders

IMAP folder options

Public folders

User folder sharing

IMAP higrarchy delimiter character I.-"

Thiz iz the character that separates IMAP sub-folders. ' iz the default, but
other recommended characters are "' and ' [zee RFC 2683 zection 3.4.10).

¥ Enable public folders

Click here if you wizh to allow IMAP uzers to access public IMAP folders.
Public [MAP folders are owned by the system and are not tied to any
particular account.

[ Allow users with "Write' access to also set the Deleted' flag

Wwhen stoning meszage flags on a per-user basis, you may wish to grant
uzers with "Write' access the ability ta also set the 'Deleted' flag.

Public falder prefix string [ex: '#' or 'Pub- FF{

[~ Enable user folder sharing

Click here if you wizh to allow IMAP ugers to share their personal [MAP
folders with other IMAP uzers.

Shared IMAP folder prefix sting [ex: ' or ‘User-] IShared Folders -

oK I Cancel | &Appl}l |

2lx]

2. Activate the Enable public folders check box.

3. Enter a short prefix, such as # or PF- for Public folder prefix string

4. Use the Apply button.

Shared IMAP Folders ed

Shared Folders &ublic Folders |

IMAP folders

&

Folder name | Peru... | Submizzion Address

| | 2
MNew IMAP folder Elaras |
Falder name Falder type
[ = =l
[~ Store IMAP message flags on a per-user basis
Subrnission address | j
tail zent ta thiz address will route directly into this folder [note: sender must
have 'post’ access).

Create | Feplace | Edit access cantral lisk |

Creating, remaving, or changing entries cannot be undone by clicking 'Tancel’.

oK I Cancel | Apply |

5. Select the Public Folders tab. This tab is for adding, changing and deleting IMAP Public
Folders. You manage access permissions to the public folders by using the Edit access control

list button. (The Alt-N web site has a white paper—Public Folders Concepts and Applications—
explaining IMAP Public Folders.)
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Shared IMAP Folders ed

Shared Folders  Public Folders |

IMAP folders
G Folder name Per-u... | Submigsion Address

< | i
MNew IMAP folder Bl
Falder name Falder type _l
ICowus Press IMaiI ﬂ

[~ Store IMAP message flags on a per-user basis

Submizsion address I <nones j

tail zent ta thiz address will route directly into this folder [note: sender must
have 'post’ access).

Create Replace Edit access cantral list |

Creating, remaoving, or changing entries cannot be undone by clicking 'Tancel’

oK I Cancel | Apply |

One way to organize public folders is under a “root” folder named for a department or domain,
for example. Sub folders of the root folder inherit the access permissions of the root. The access
permissions can be edited for each sub folder.

6. Type the name of the root folder for Folder name (in this example Corvus Press) and
use the Create button.

Shared IMAP Folders I

Shared Folders  Public Folders |

IMAP folders
G Folder name Per-u... | Submission Address

1| | i
Mew IMAP folder Remave
Falder hame Falder type 4'
IEolvus Press IMaiI j

[ Store IMAP message flags on a per-user basis

Submission address I <none: j

Mail zent ko thiz address will raute directly into this folder [hote: sender must
have 'pozt’ accessz).

Create | Replace | Edit access control list [:!

Creating, remowing, or changing entries cannot be undone by clicking Cancel’

aK I Cancel | Apply |

7. Select from the IMAP folders list the folder you just created and use the Edit access control
list button.
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IMAP Folder - Corvus Press

Access Contral List |

Access ights

| Accesz level

@ Email
€ Default rights [anyone]

Email addrezs

<NOnE:

IDefauIt rights [anyone]
Access rights

[ Lookup [ Inzert
[ Read [ Create
[ wirite [~ Delete

j Add | Hemovel

2lx]

Irnpaort
[ SetSeenFlag Set sub |
= &drminister
[~ Post Help |
oK | Cancel | Apply

8. Select Default rights (anyone) from the list, uncheck all Access Rights and use the Replace

button. This prevents global access to your folders.

IMAP Folder - Corvus Press

Access Contral List |

Access ights

| Accesz level

@ Email
€ Default rights [anyone]

Email addrezs

<N0nesr

I an_l,lone@cowuspress. com

j AddQJ Fieplace I Fiemawve I

Access rights Impart |

v Lookup [ Inzert [ SetSeen Flag Set sub |

v Read [ Create [~ Administer

[ Wwiite [~ Delete [~ Post Help |
QK | Cancel | Apply |

9. Type anyone@yourdomain (where yourdomain is your domain), activate the Lookup and Read
Access Rights check boxes and use the Add button. This provides read access to the public
folder for all MDaemon users in your domain.
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IMAP Folder - Corvus Press 2=l
Access Contral List |

Access ights

@ Email | Accesz level
€ Default rights [anyone]

< Nones
€ arpone@corvuspress.com I

Email addrezs

I j Add | Heplacel Hemovel

Access rights Impart |

v Lookup [ Inzert [ SetSeen Flag Set sub |
¥ Read [~ Create [~ Administer

[ wirite [~ Delete [~ Post Help |
oK 'E I Cancel | Apply |

10. Use the OK button. This redisplays the Public Folders tab of the Shared IMAP Folders
dialog.

Shared IMAP Folders ed

Shared Folders  Public Folders

IMAP folders
G Folder name | Peru... | Submizzion Address
&2 Corvus Press Mo <nonex
4] | i
Mew [MAP folder Bl
Folder name Folder type _l
ICowus PrezzhSpam IMaiI ﬂ

[~ Store IMAP message flags on a per-user basis

Submizsion address I <nones j

tail zent ta thiz address will route directly into this folder [note: sender must
have 'post’ access).

EleateDl Replace | Edit access cantral lisk |

Creating, removing, or changing entries cannaot be undone by clicking 'Cancel’.

QK I Cancel | Apply |

11. Type name of the root folder/ Spam for Folder name (in this example Corvus Press/
Spam) and use the Create button.

12. Select from the IMAP folders list the folder you just created and use the Edit access control
list button.
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IMAP Folder - Corvus Press;/Spam

Access Contral List |

Access ights

Email

| Accesz level

&

€ Default rights [anyone]

Email addrezs

<N0nesr

I an_l,lone@cowuspress. com

Access rights

[ Lookup [ Inzert
[ Read [ Create
[ wirite [~ Delete

j Add | Heplrcﬂ Remaove

Irnpaort |
[ SetSeenFlag Set sub |
[~ Adrminister
[~ Post Help |

2lx]

o]

Cancel | Apply

13. Select from the Access rights list anyone@yourdomain, deactivate all Access Rights and use
the Replace button. This removes access for everyone in the domain.

IMAP Folder - Corvus Press;/Spam

Access Contral List |

Lo

Access ights

Email

| Accesz level

&

€ Default rights [anyone]

Email addrezs

€ arpone@corvuspress.com

<N0nesr
<None

Ipendragon@corvuspress.com j Add | Fieplace I Femove I

Access rights Impart |

v Lookup [ Inzert [ SetSeen Flag Set sub |

v Read [ Create [~ Administer

[ Wwiite v Delete [~ Post Help |
Ok | Cancel | Apply |

14. Select from the Email address list the address of the person to review the messages (pen-
dragon@corvuspress.com in this example) labeled as spam, activate the Lookup, Read and
Delete access rights check boxes and use the Add button. This enables access for the person
who reviews the messages. More than one person can be given this access.

15.

16.
dialog.

Add any other users to the access list.

Use the OK button. This redisplays the Public Folders tab of the Shared IMAP Folders
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17.

18.

Add these two public folders to your domain:
e name of the root folder/Real Mail

e name of the root folder/Junk Mail

Shared IMAP Folders el

Shared Folders  Public Folders l

IMAP folders
J Folder name | Feru... | Subrmigsion Address
@ Corvug Press Mo LR0neE:
@ X z P Lr0ne:
@ Corvuz Press/Real b ail Mo LR0neE:
& Corvus Press/Spam Mo <noner
4 | I
Mew [MAP folder Flarie
Folder name Folder type
|Eowus PreszAlunk Mail |Mai| ﬂ

[ Store IMAP message flags on a per-user basis

Submission address | <nones j

Fail zent to this address will route directly into this folder (note: sender must
have 'post’ access).

Create Replace Edit accﬁg cantral list |

Creating, remaoving, or changing entries cannot be undone by clicking 'Tancel’.

QK | Cancel | Apply |

These two folders are for users to identify spam and legitimate messages for the Bayesian filter.
Users do this by copying spam messages and legitimate messages to the IMAP public folders.
The Bayesian filter processes these messages to “learn” the differences between junk mail and
real mail, as defined by the users of your email server. Both IMAP and POP account holders can
add messages to these public folders.

POP account users can copy messages to these folders by mailing the messages as attachments
to SpamLearn@yourdomain and HamLearn@yourdomain. For example, these email ad-
dresses could be SpamLearn@corvuspress.com and HamLearn@corvuspress.com.

Select the Real Mail and Junk Mail folders in turn, then use the Edit access control list
button
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IMAP Folder - Corvus Press/Junk Mail 3% 2xl

Access Contral List |

Access ights

@ Email | Accesz level
€ Default rights [anyone] <none:

ﬁ ahpone(@coryuspress. com li
€ pendragon@corvuspress.com lid

Email addrezs
IDefauItlights [arwone] j Add | Heplacel Hemovel

Access rights Impart |
[ Lookup [ Inzert [ SetSeen Flag Set sub |

[ Read [ Create = | Administer

[ wirite [~ Delete [~ Post Help |
Cancel | Apply |

19. Set these access permissions for both the Real Mail and Junk Mail folders:
Default rights (anyone) <none>

anyone@yourdomain Lookup, Insert
With these settings, general users (anyone) can add messages to the public folders cannot
see the contents of the folders.

your email administrator Lookup, Read, Insert, Delete

20. Use the OK button. This redisplays the Public Folders tab of the Shared IMAP Folders
dialog.

21. Use the OK button to exit from the Shared IMAP Folders dialog.
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Configure Spam Filter

These instructions show how to configure the Spam Filter, including general settings, Heuristic Filtering
and Bayesian learning.

The instructions start on the main screen of the MDaemon administration user interface.

Alt-N MDaemon PRO for Windows - Document - [M o ] 4|
£ Fle Edit Setup | Security Accounts Lists Gateways Catalogs Queues Windows Help _ &1 x|
B N | (e & Antiirus.., a5 | @ @
T+ Content Filter. .. Chr+FS
e R RS
s H spamblocker... Alt+P =
+- [ Spam accer & i
5 (3 Spem refus m
=1 Queued ma SL { TLS | Certificates. .. Chrl+L
£ Inbound qu
5 Local queus 3"'5 Relay | Trusts [ Tarpit / Reverse lookups | SPF f LAN IPs... alk+F1
i Remote que < Address suppression | IP screening [ Host screening.. . F4
:' Retry guew o
_'ij Biad queue: IP shiglding § AUTH [ POP Befare SMTP... Chrl+FE
—"'j LA queve: Sike usage palicy... Chrl+T —
) R queus
=% Servers ton 2004-07-12 17:02:12: CFilter.dll, w712
Mon 2004-07-12 17:02:13: CFEngine.exe, 712
£ SMTR server(s)s | o 5004 0792 170213 -
+-(% POP server(s): 2 ton 2004-07-12 17:02:13: Constructing link to configuration filke(s)
¥ ﬁ IMAF server(s): ton 2004-07-12 17:02:16: Building ‘Everyone' mailing lists for all domainz

g9 LDAP: double-cli Maon 2004-07-12 17:0216: Unlocking all mailboxes and mail quaues
a Antiirus: double ton 2004-07-12 17.0216; --reeeme
) P ton 2004-07-12 170217 WinSock 2.0 32767 total zockets
+- (& Antispam: activ Mon 2004-07-12 170217
_ﬁ DomainPOP: inac Mon 2004-07-12 17:0217: Initializing SMTP zervices for company. mail uging 192.168.1.104: 28

BB MUtPOP: inactiy 4 | |Mon 2004-07-1217:0217: Initializing ODMR services for company.mail using 192.168.1.104:3
1 L - _| ’]_‘

ke IO0A 7 4742009 2 Limibimlimiinn DOID mmrnsimmn Fmr e mamn s e =il s 1miimm 103900 1 1100494
N — d
| Tools | Stats f [ System ,lf Faouting ,l' Content Filter }rAnlNiluS }{AntiSpam fWorIdCIient ,lr Mail | Active ,lr

Edit the zpam filter settings

1. Use the Security > Spam Filter... command. This displays the Spam Filter dialog.
Spam Filter ﬂil

White List [auto] | WhiteListta] | ‘WhiteList(lom] |  BlackList |
Heuristics: ] Bapeszian ] Reporting ] Erncluzion List ]

Spam Filter optiots

2 ] D aemon's Spam Filker uses a vaniety of techniques to detect and deal with
Spar.

If the Spam Filter determines that a message iz spam then...
" . bounce the message back to sender
" just delete the message completely

f‘“% flag the meszage but let it continue down the delivery path

[v¥ Dan't filker rmessages sent from local sources

[v Daon't filter messages from tusted or authenticated sources
Dion't filker mezsages larger than B0 kb [0 =upto 2 megs]

[ Dan't fansard messagss marked as spam

[ Autormatically filker spam messages into user's IMAP spam folder

A white list match zublracts thiz many points from the spam score 100.0
A black list match addz thiz many points to the spam score 1000
Spam Blocker match adds this many points to the spam score 30

Scheduled updates |

oK | Cancel | Apply |
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2. Select the Spam Filtering tab.

3. Choose the ...flag the message but let it continue down the delivery path option. The
other settings should be those that fit the needs of your organization—in most applications these
are the defaults.

21|
WhiteList (autc) | WhiteList(to) | ‘whiteList(fom] |  BlackList |
Spam Filtering Bayesian ] Fiepoarting ] Exclusion List ]

Hewristic engine options
[V Enable heuristic message scoring system

The heuristic enging iz ideal for identifying spam. |t uges miles to analyze
and asgign a 'score’ to each message.

A meszage iz spam if itz zcore iz greater or equal to B0 [0.0-500.0)

SMTP rejects messages with scores greater or equal to 0 [0 = newver]

Far performance reazanz the SMTP engine will not check messages owver
200 kb in size.

4= 2.0 - inzanely aggressive - patentially high falze positive rate

5.0 - wery aggressive but acceptable falze positive rate

10.0 - fairly looze - zome spam will get through but low falze positive rate
B00.0 - nathing will ever be considered spam

-

I¥ Inzert a tag into the 'subject’ headsr when spam is detectad
[P == Score/Req _HITS_/_REQD_]

_HITS_ will be replaced by the score the meszage received and _REQD_
will be replaced with the required spam threshold.

Subject tag

QK | Cancel | Apply |

4. Select the Heuristics tab. Heuristic filtering is enabled in MDaemon by default.

5. Check the settings on this tab. Enable heuristic message scoring system should be enabled.
The other settings should be those that fit the needs of your organization—in most applications
these are the defaults.
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Spam Filter 2=l
White List fauto) | WhiteListta] |  whiteList(rom] |  Black List |
Spam Filtering ] Hewristics Eayesian Fiepoarting ] Exclusion List ]

Bayesian classification

B ayesian clazsifization is a statistical process through which a machine can
actually learn. By analyzing hundreds of known zpam and known non-zpam
meszages, detection of both bypes of mail becomes more and more accurate
with time.

[v¥ Apply Bayesian knowledge to heuristic message scoring
Click here and scoring pracess will incorporate what has been learned zo far.

¥ Enable Bayesian scheduled learning Learn

V¥ Enable spam and ham forwarding addresses

Path to known spam directony (falze negatives):

| J Fib Fo
Fath to known non-spam directary [false positives]:

| .| Pub Folder

At midnight each night MDaeman will run a leaming program which examines
the content of these twa directories.

Irmpartant: kMessages are removed from these folders after processing.

Advanced

oK | Cancel | Apply

6. Select the Bayesian tab.
7. Activate all check boxes on this tab.

8. Use the Pub Folder button to select the spam Public Folder you created earlier.
Using a Pub Folder button displays a Public Folders dialog.

Public Folders a4

Public Folder ]

Public: falder

Select a public folder where MD aemon can expect to find copies of spam
or non-spam meszages. Public folder support will need to be enabled
before users can access these folders.

Coreus Press
o ;

owus Press/Real aiI
Corvus Press/Spam

oK £ | Cancel |

9. Select the appropriate public folder for spam and use the OK button.

10. Repeat steps 8 and 9 for the non-spam Pub Folder button.
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Spam Filter 2=l

White List fauto) | WhiteListta] |  whiteList(rom] |  Black List |
Spam Filtering ] Hewristics Eayesian Fiepoarting ] Exclusion List ]

Bayesian classification

B ayesian clazsifization is a statistical process through which a machine can
actually learn. By analyzing hundreds of known zpam and known non-zpam
meszages, detection of both bypes of mail becomes more and more accurate
with time.

[v¥ Apply Bayesian knowledge to heuristic message scoring
Click here and scoring pracess will incorporate what has been learned zo far.

¥ Enable Bayesian scheduled learning Learn

V¥ Enable spam and ham forwarding addresses

Path to known spam directony (falze negatives):
|m0n\PuhIic Folders\Corvuz Press.IMaPW unk bail IMAPY J Pub Falder

Fath to known non-spam directary [false positives]:
|E: WAI-MAM D aemonsPublic FoldersiCorvus Press. IMAPYR J Pub Falder

At midnight each night MDaeman will run a leaming program which examines
the content of these twa directories.

Irmpartant: kMessages are removed from these folders after processing.

Advanced

QK l} | Cancel | Apply |

11. Use the OK button to exit from the Spam Filter dialog.
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Create Content Filter for Collecting Spam

These instructions create a content filter for routing all messages flagged as spam into the public folder
you created in step 11 on page 13.

The instructions start on the main screen of the MDaemon administration user interface.

Alt-N MDaemon PRO for Windows - Document - [Me -0l x|
& Fle Edit Setup | Securiby  Accounts Lists Gateways Catalogs Queues Windows  Help &l x|

g . Sy @. @ Ankitirus. . Chrl+&
t Filker... Ctrl+F5
S8 @n
- M Spamblocker... Alt+p
+ jjj gpam acfcep @{ Sparn filker. .. Chrl+P
+-[ Spam refus:
- fseuehd "“aci: 5L TLS § Certificates. . L
Inbound qu
£ Local queus =|, Relay [ Trusts [ Tarpit | Reverse lookups | SPF f LAN IPs,. Alk-+F1
jjj Ee:‘uote AU > address suppression | IP screening [ Host screening.. Fé
etry quew
_.,j Bad queue: . [£] IP shielding f AUTH { POP Before SMTP. .. Chrl+FE
::3 ;ir:\fqueue: Site usage policy. .. Chel+T e
1 quEUE
- Servers Mon 2004-07-12 17:02:12; CFilker.dll, w712
+1. 628 swTP (s ton 2004-07-12 170213 CFEngine exe, wil2
sEvEns) | Mon 2004-07-12 17.0213
<-4 POP server(s): 2 Maon 2004-07-12 170213 Constructmg link to configuration file(s)
+1- 88 IMAP server(s): ton 2004-07-12 17:02:16: Building 'Everyone’ mailing lists for all domains
4 LDAP: dauble-cli ton 2004-07-12 17:02:16: Urlocking all mailboxes and mail queues
e Mon 2004-07-12 17.0216; -
& Anthvirus: double | 000 oo 719 170217 WinSock 2.0 32767 total sockets
+1- (£ Antispam: activ ton 2004-07-12 170217 weeeeeeee
ﬁ DomainPOP: inac Mon 2004-07-12 17:0217: Initializing SMTP services for company. mail using 192168.1.104: 28
g MUlPOP: inackiy o Mon 2004-07-1217:0217: Initislizing ODMA services for compaty.mail using 192.168.1.104:3 _
3 . . . e IOA AT AT AT ODA T ik alainn DOD cmrdmmn Fmre e =i s e =il rmiimm 103400 4 4 04-44
L » F[ »
| Toolz § Stats § |- Syztem JIr Fiouting JIr Content Filker JIr Ak JIr AntiSpam JI[ “wiorldClient JIr bail | Active JIr

Edit the content filter settings

1. Use the Security > Content filter... command. This displays the Content Filter dialog.

Content Filter ]Admins.f.ﬂ.ttachments] File Compression] Notifications]

Content filkering ules
[w Enable rules proceszing engine

“When active, the content fitering system will test all new messages uzsing the
rules specified below and perfarm the requested action if a match iz made.
Existing content filter mles

\rulnera ility [Mowve to ba messagequeue]

Mew rul[:l Edit rule | Copy ile | Deletelule|

Click. the checkbox to the left of ach e to enable/disable it. Maove down
Rule Description: Message/Partial vulnerability ... [Enabled)

Apply this rule to messages inthe LOCAL & BEMOTE queus -

|f the mezzage has an attachment with a CONTENT-TYPE of 'meszagesparti
...then send note "to <postmaster@$PRIMARYDOMAIMS: ", "from <MD aemc
and move message to bad meszage dirsctary -

4 | »

ak | Cancel |

2. Use the New rule button. This displays the Create Rule dialog.

Alt-N Technologies (www.altn.com)


http://www.altn.com/

Configuring MDaemon for Centralized Spam Control 22

The new rule processes local queue messages containing the X-Spam-Flag header. A message
contains this header if MDaemon antispam has labeled it as spam.

Give thiz rule a name

|Divert Patential Sparn

Define new content filker rule

oy Select Conditions For This Fule

3[&‘% [ the us fined 1 HEADER contains
|f the uger defined 2 HEADER containg
If the user defined 3HEADER contains

|f the uger defined 4 HEADER containg
If the uzer defined 5 HEADER containg ﬂ

Select one or more conditions that will trigger thiz rwle into action.
Select Actions For Thiz Ruls

ane to 3 public folder. ﬂ
Search and replace words within a message header
Search and replace words within the mezzage body
Jump to a e, —
Send an instant meszage... ﬂ

Select ane or mane actions that this rule will take.

MOTE: Actions will be processed in zequential order and any meszages deleted
or moved will cease all further actions from being processed.
Rule Description

Apply thiz rule to meszages in the LOCAL & H%DTE quELE

If the uzerdef1: HEADER containg specific shings
...then move meszage to public folders specify information

Cancel

3. Type Divert Potential Spam into the Give this rule a name box.

4. Scroll to and activate If the user defined 1 HEADER contains in the Select Conditions
For This Rule box.

5. Scroll to and activate Move the message to a public folder... in the Select Actions For
This Rule box.

x|

Give thiz rule a name

|D ivert Patential Spam

Define new content filter ule

[ Select Conditions For Thiz Rule

% [1f the user defined 1 HEADER containg
If the uger defined 2 HEADER contains
If the user defined 3 HEADER contains

If the: uzer defined 4 HEADER containg
If the uzer defined 5 HEADER containg ﬂ

gl Queue Informatiol X btion.

Select Actian: Apply rule to messages in..

[TMove the | V¥ Local queue ﬂ
Search atn
Search ar [ Remate queue
Jump to ai —
Send an in k Cancel ﬂ
Select one or morcosmore TS TeeT :

MOTE: Actions will be processed in sequentialyder and any meszages deleted
or moved will ceaze all further actions from being yoceszsed.
Rule Description

Apply thiz rule to meszages in the [1E] & RERMOTE K==

If the uzerdef]l: HEADER containg specific stings
...then move message to public folders specify information

Ok Cancel
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6. Click on Local & Remote in the Rule Description box of the Create Rule dialog. This
displays a dialog for selecting local and remote queues.

7. Deactivate the Remote queue box. Keep the Local queue box active. Use the OK button.

x|

Give thiz rule a name

|D wert Patential Spam

Define new content filter ruls
Select Conditions For Thiz Rule

=

M M the user defined 1 HEADER contains
If the uger defined 2 HEADER containg
If the uger defined 3 HEADER contains
If the user defined 4 HEADER contains

It User Defined Header x|

0l

Select
Select

MU [<Seamflan N
See Enter the name of the header pou want this

Sez i . :
condition ta test for, Ex: X-Subject, X-Fram, etc...
Jurr l —

Ser

User defined header

Select
MOTE: Actions Wil De processed b
or moved will ceaze all furthseEctions
Fiule Description

ages deleted

Apply this rule to peszages inthe LOCAL queus

HEADER containg specific strings
zzage to public folders specify information

OK Cancel

...then move

dialog for entering a user-defined header.

9. Type X-Spam-Flag into the User defined header box. Use the OK button.

X
Give thiz rule a name
|Divert Patential Spam
Defing nam ~ontant fllar nila
PN Specify Search Text ﬁ
%{: Specify stringz that thiz content filker rule should look. for ﬂ
Check for thiz stiing 1
| Add
e
Curently specifed stings [right click on the strings to remowe)
If the ®-5pam-Flag HEADER contgins...
|
L
-
d
Cancel

If the uzerdef] *-5pam-Flag HEADER (&
_..then move message to public folders specify information

Ok Cancel
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10. Click on contains specific strings in the Rule Description box of the Create Rule dialog.

This displays a Specify Search text dialog for specifying the string.

Give thiz rule a name

D efing weaw

Xl
IDivelt Patential Spam
bant Filkar nile _—
X

% Specify strings that this content filker rule should look, for Z[
Check for this stiing =

| Add B

Currently specifed stings [night click on the stings to remowve)

|If the -5 pam-Flag HEADEF [ -
X

Rule options
If the ¥-Spam-Filker HEAD EF/

Exnigts / ﬂ

Does Mot Contain

Iz Equal To

ls Mot Equal To
Starts With
Ends 'wWith

Does Mot Exizt

M atches Regular Expression
Containz Local Account —
Does Naot Contain Local &ccol ™

Cancel |

11. Click on contains... in the dialog. This displays an Options dialog for selecting content

options.

12. Select Exists from the drop down list.

13. Use the OK button on the Options dialog. Use the OK button on the Specify Search text

dialog.

Give thiz rule a name

|Divert Potential Spam

Move To Public Folders...

Select public folders to mave this message to

I Exizting Folders

Corvus Press
Corvus PressAlunk Mail

I Selected Folders

Cancel |

Rule Description

\

If the uzerdef]:*-Spam-Flag HEADER

Apply thiz rule to meszages inthe LOCAL queus

...then move meszage to public folders 8

euists
cify inh:ulrnalk-ur'

oK | Cancel |
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14. Click on specify information in the Rule Description box of the Create Rule dialog. This
displays a Move to Public Folders. .. dialog.

15. Select the public folder you created in step 11 on page 13. This is the public folder for centralizing
the collection of spam for administrative review.

16. Use the >> button to choose the selected folder.

x|
Give thiz rule a name
Divert Potential Spam
Define new content filter rule
) Select Conditions For Thiz Rule
Move To Public Folders... |

Select public folders to move this meszage to

I E xigting Folders I Selected Folders

Corvus Press Corvus Press/Spam
Corvuz PressAunk Mail

Corvus Press/Real Mai
B |

If the: wzerdef12-Spam-Flag HEADER exists
...then move meszage to public folders HEEY

oK | Cancell

17. Use the OK button on the Move to Public Folders. .. dialog.
18. Use the OK button on the Create Rule dialog.

Content Filker |Admins.-’.-‘-‘-.ttachments| File Compressionl Notificationsl

Content filkering rules

% ¥ Enable rules processing engine

When active, the content filkering system will test all new messages uzing the
ules specified below and perform the requested action if a match iz made.

Existing content filter rules

|wtezzage/Partial vulnerability [Move to bad meszage queue]
W[IFRAME wulherability [Move to bad message quaue

ivert Potential Spam

M ew ruIeI Edit rule | Copy rulel Delete lulel M ove up |
Click the checkbox to the left of each rule to enable/disable it. Feve down |

Rule Description: Divert Potential Spam [Enabled)

Apply thiz rule to meszages in the LOCAL queue

If the userdef1:#4-Spam-Flag HEADER exists
...then move meszage to public folders "'Corvus PressdS pam”

Qg I\J Caticel |

19. Use the OK button to exit from the Content Filter.
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Using the AntiSpam Configuration

Using the Public Folders for Spam Processing

From the administrator and user points of view, MDaemon has two public folders for processing spam.
Both of these were created in step 17 on page 15.

Junk Mail This folder is for spam messages not identified as spam by the antispam tools. When a
message is placed in this folder it is processed by Bayesian learning. In this way the next similar
message received will be labeled as spam.

Real Mail This folder is for legitimate messages falsely identified as spam by the antispam tools.
When a message is placed in this folder it is processed by Bayesian learning. In this way the next
similar message received will be passed to its recipient and not labeled as spam.

In addition, the administrator has a third spam-related public folder: Spam. This folder is for messages
identified as spam by the antispam tools and routed to the folder by the content filter rule.
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Administrator Instructions

Using an IMAP email client, the administrator checks all messages routed to the Spam folder.
The main purpose is to find messages marked incorrectly as spam.

When such a wrongly-marked message is found, the administrator should:

1. Copy the message to the Real Mail folder.
2. Forward the message to the original recipient.

These functions can be carried out by using an IMAP email client and subscribing to the three public
folders used for processing spam.

For example, the administrator can drag and drop mis-labeled messages into the Real Mail folder.

e06 Spam for pendragon@corvuspress.com =
o 4 2B @ i =
Cet Mail  Write  Address Book Reply Reply All Forward Celete Juni Print
Folders View: All _SW Subject or Sender contains: C{
pendragon@corvuspress.com ; .
! Inbox (10) ® & Subject * Sender % | Date &
JL. Trash &' [PRSPAMT ScorefReq: 12.30/04.40] Und... Mail Delivery System 7/1/04 9:25 PM
= [ *SPAM** Scare/Req: 13.67,/04.40] Bank... 3Dsleslie@perth.oilfield.sib... 62304 L1:2..
- Junk Mail (6) [***SPAM*** Score/Req: 09.36/04.40] EUR... europelotteryunion@telstra.... Bf2Ll/04 B:03 ...
- Real Mail % & [P**SPANMT* Score/Req: 04.70/04.40] Retu... Mail Delivery Subsystem 6/16/04 4:26 ...
Loca_l Folders [***SPAM*** Score/Req: 16.40/04.40] Uni... Morgan Person 6/8/04 12:12...
MDaemon Warning - virus found: [***5P... andrew@hj-north.com.cn 471004 1:46..
MDaemon Warning - virus found: [***5P... serg@bbs.sdnetgd.cn 12/31/69 6:0..
v Subject  [***SPAM*** Score/Req: 06.00/04.40] AWARD NOTIFICATION
- From: globallotteryinternl =globallotteryintern LEtelstra.com=
Reply-To: globallotteryinternl@higpond.com
Date: 6/14/04 8:12 AM
CLOBAL LOTTERY INTERMATIOMAL |
BUNDERSTRAATE 645, ROTTERDAM-NETHERLANDS.

FROM:THE DESK OF THE VICE PRESIDENT.
INTERNATIONAL PROMOTIONS/PRIZE AWARD.
BACTH NO: CLNL/009842/04.

REF. NO. GLML/107654/04

RE: AWARD NOTIFICATION

Thiz iz to inform you of the release of the GLOBAL LOTTERY

INTERNATIONAL,S WORLD GAMING BOARD held on the 14th May 2004.Due to the
mix up of number, the results were released on Li l4th June 2004. Your
name attached to ticket number 36739-1 with serial number 928098-0 drew ,
the lucky numbers of 2-6-9 which conseguently won the lottery in the

Ind ratbecnra

Unread: 3 Total: 8 =i

The administrator can also do these functions using WorldClient as shown on the next page.
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WorldClient - Microsoft Internet Explorer i ]
File Edit Miew Favorites Tools Help ﬁ

Back + = - ) st | Qhsearch [G|Favortes fMedia £% | N S
Address |@ http:ff192.168.1.105: 3000/ worldClient.dI?view=Main j 6>Go Links >

@Wﬂﬂﬂﬂl@ YR PEIIEE " i i

3= | [ @
for MDaemoni Ha héi’—%fli\i’ﬂl\i“?!k]z_ EJ'—-&@MS
|| Folders |Email P.ddress| Subject |Date s | globallatteryinternl
<globallokteryinternl @telstra, com
= pendragon@corvuspress.com & QdMnILER-...[***SPAM*"‘* ScorefReq: 12.... 0701/...

From:

Date: 06/14§2004 0612 AM
ﬁ Calendar | 3pslesh...[***spAM**+ Score,/Req; ... 06,23... To:
5| Address Book = europelo, . [***SPam*** ScorefReq: 09..., 06/21)... [**SPAMF** ScorsRag:
" 1nbox (10/10) @ (=1 Mall Deli,,, [***SPAM*** ScarefReq: 04..,, 06(16/... | Subject: 06.00j04.40] AWARD
[ Drafts (0j0) I globallat... [***SPAM** ScorefReq: 06.... D&{14[... HITMAIEEIOR
[ Sent Ttems (ojm3 (I Margan ... [***SPAM* ScarelReq: 16.... 06/08/... =
4 Deleted Items (0/0) = serg@bb. . .MDaemon Warning - wirus fou... 05/185/)... CLOEAL LOTTERY -
Bl PF-Corvus Press (0f0) =l andrew... MDasman Warning - wirus Fou,., 04710/, INTERNATIONAL
L] Junk Mail {8/1)

EUNDERSTRAATE 645,
ROTTERD AM-NETHERLANDS .
|| Spam (8 FROM: THE DESE OF THE

L Trash {zfo) hd VICE PREZIDENT.
2] » INTERMATICAL
PROMOTIONS/PRIZE AWARD.
BACTH No:
GLNL/009842/04.
REF. NO. GLNL/107654/04

LI Real Mail (140)

RE: AWARD hd
A | W04 T I_I
| &) wiorldclient |_|_|_|° Internet v
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User Instructions

Users can help define spam and legitimate email for a site by copying messages of both types to the
Junk Mail and Real Mail folders, respectively.

Note: Because of the type of permissions assigned to these folders for anyone@yourdomain, users
can drag and drop email messages into the spam processing public folders but cannot view the
contents of the folders.

By defining both types of messages, the users help the Bayesian filter do a better job of separating
junk mail from real mail.

Users can copy messages to the spam processing public folders by using any of three methods:

1. IMAP email client
2. WorldClient webmail

3. Email attachments sent to the public folders from a POP email account

IMAP Email Client Method

With this method, the user has an IMAP email account. Many enterprises are now deploying IMAP
because of the obvious convenience factors of having your email always available online and sharing
messages online.

Using an IMAP email client, the account holder can just copy spam and real mail to their respective
public folders.

¥# Inbox - Outlook Express — 1Ol x|
J File Edit \Wiew Tools Message Help |
»
B, & ¥ g 2 X g .
Create Mail Reply Reply &l Farward Print Delete Send/Recy
= Inbox
Folders x([*vlo|= ¥ |From | Subject
""" @ Inbox (11} ;I ¥ |maryood@netscape.n.. charitable proposal..
----- £ Sent Ttems il Dan Stowell Deconvolution
----- B} Drafts " Trevor Harrison [MacWrite] Friday July 1
----- 2 Deleted Ttems ' MacZealots.com Press Release: Using CYS
----- {2 Deleted Messages " Macromedia Announcing MAX 2004
=% PF-Carvus Press ' Unix in the Enterprise  Unix in the Enterprise: Tk
= 5 3ohn VARSITY STUDENT E-MAT
5 Real Mai (% ERNEST TAMET Good Day
----- 5 Trash " Nintendo Repairs Check out the My Nintem
s [|Shelly Breitbeil F¥¥: Browsing Your Site
Contacts ¥ x [ |Public Affairs Rep & Re: Genova Statement?
There are no contacts to display. Click
on Contacks bo create a new contact,
l | *

WorldClient Method

In terms of helping define spam and real mail, WorldClient operates similarly to an IMAP client.
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The account holder selects the messages and copies them to the corresponding public folder.

3 worldClient - Microsoft Inter:

2} WorldClient - Microsoft Internet Explorer =1al=]
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o Inbox
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| Sent terns
1 Deleted ltems
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hocount Information
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........................ Real name: John EBanner
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.......................... Mail server:
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[127.0.0.1]
................................ Account nsme: JBanner -
d TR et e
| &) wiorldclient |_|_|_|° Internet v

POP Email Attachment Method

Note: SMTP authentication must be enabled for this method to prevent abuse of the SpamLearn
and HamLearn email addresses. You enable SMTP authentication by using the Security > IP
Shielding / AUTH / POP Before SMTP ... command. The default settings work well.

On email servers with POP accounts only, users can email spam and real mail to:

SpamLearn@yourdomain for spam
Haml.earn@yourdomain for real mail

The messages must be sent as attachments of the type message/rfc822. MDaemon rejects all other
types of messages sent to these accounts.
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é Mozilla Thunderbird File Edit View Go BUEHEGES Tools Window Help

r N
806 Inbox for jbi  New Message BM | =]
o gﬂ 7 = E Reply #R
l@ M l_d B Reply to All Q3R |~ 3,
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Templates VARSITY STUDENT Move > 7/14/04 959 ..
Unix in the Enterpri Irise 7/15/04 12:4...
[=] sent Copy >
= | Announcing MAX 24
= Trash 3 Label >
> la Local Folders Press Release: Using Mark ~ 7/16/04 12:1...
- [MacWrite] Friday J
Deconvolution Create Filter From Messaae. .. 7/16/04 6:01 ...

Unread: 6 Total: 7 =ﬂ}é

Note: You can change the addresses MDaemon uses by editing these lines the CFILTER.INI file:
[SpamFilter]
SpamLearnAddress=SpamlLearn@
HamLearnAddress=HamLearn®

The last character of these must be 'Q’.
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